Max 1/sec burst 5/sec

INPUT Chain
Stage 0

RELATED,
ESTABLISHED?,

Source of Local
Interface?

Jump to
ACCEPT

SYN/ACK I SPAM Check against list
(uncleans)iues BLACKLIST of known
) Chain SPAMers

Yes
No
INPUT
Stage 1

Originating 1P
on our list of
SPAMers?

Check against list
of known website
hackers

A

Originating IP
on our list of
hackers?

LOGDROP

Check against list
of known website
hackers

?

Log packet with
descriptive tag

A J

Jump to DROP

Max: 1/sec burst 5/sec

LOGDROP
WEB Hacker Yes . .
BLACKLIST Check against list
Chain of known
SPAMers
No

INPUT
Stage 2

GENERAL . .
Check against list
»
BL%?];IBIST of known LOSERs
INPUT Orlginating 1P iP Port match
Stage 3 L OSERs? for blacklisting
LOGDROP
THRU Check against list
Chain of known LOSERs

Jump to
G -
(PING) ACCEPT

?

SMTP
(TCP port 25)
?

SSH
(TCP port 22)
?

HTTP
(TCP port 80)
?

IMAP/POP3
MUA Access

FTP
(TCP port 20)
?

Max 1/sec burst 5/sec
Log packet with
descriptive tag

A J
Jump to DROP

Example IPTABLES Configuration Flow Chart
(c) Copyright Pettingers.org




